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Outline

e Review the classical Diffie—Hellman key exchange.

e Propose our group action-based key exchange framework.

e [nstantiate the framework by linear code equivalence problems.
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What is key exchange?

e Key exchange: a public-key protocol allowing two parties to
establish a shared secret over an insecure channel.

o The shared secret 1s computed from the combination of a public key and one’s private key.

o An adversary can eavesdrop on all transmitted messages.

e Application: HTTPS, VPN, and messaging services.
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Law in a group

A law in a group G is an equation that is satisfied by any assignments
of variables by group elements in G.

e ab = ba is a law in an abelian group.
o aba b lede'd ! =cde'd taba b ! is a law in a metabelian group.

e u(a,b,c,...)=v(a,b,c,...)is alaw in a group.

!
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Notation:
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For two generator matrices C1,C> € M(k x n,F,), determine if there is
A € GL(k,F,;) and M € Mon(n, F,) such that C; = AC>M.

® Note that M = DP, where D € D(n,F,) and P € S,,, then ACo M = AC,DP.

e Our view : S, acts on the set of equivalence classes [C|. := {ACD : A € GL(k,F,),D € D(n,F,)},
for every C € M(k x n,F,).

e Key properties : |[C|_.P = |CP|. for any P € S,,.
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o (C].:={ACD: A e GL(k,F,),D € D(n,F,)}.
® Alice and Bob send matrices in [C]., with randomly sampled A and D in each round.

e We give a canonical form algorithm to efficiently compute a representative in |C] ..

® We propose the following new hardness assumption:

Problem (Diagonal-masked Linear Code Equivalence)

For generator matrices {C; : ¢ € [n|} C M(k x n,F,), determine if there ex-
ist{4;:7 € [n— 1|} C GL(k,F,),{D;:i € [n—1|} C D(n,F,) and P € S,, such
A;C;D;P = C;,q for alli € [n — 1|.If yes, compute such a permutation P.

e We also carry out Magma experiments to support the hardness.
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Thank you so much!



